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Android Permission 
Overview



Permissions



Normal Permissions
• Cover areas where an app needs to access data or 

resources outside the app's sandbox, but where there's 
very little risk to the user's privacy or the operation of 
other apps

• Eg: Permission to set the time zone, access internet

• System automatically grants the app that permission at 
install time

• Cannot be revoked



Dangerous Permissions
• Cover areas where the app wants data or resources that 

involve the user's private information, or could 
potentially affect the user's stored data or the operation 
of other apps

• Eg: Permission to read contacts

• User has to explicitly grant the permission at runtime

• Can be revoked



Special Permissions
• Cover areas which are particularly sensitive

• Eg: WRITE_SETTINGS

• System responds to the intent by showing a detailed 
management screen to the user

• Need to be enabled in Settings

• Can be revoked



Signature Permissions
• System grants these at install time

• Can be used by only those apps are signed by the same 
certificate as the app that defines the permission



Permissions
• Always check permissions before installing an app

• If the app asks for further permissions during usage, 
deny unless absolutely necessary

• Red Flag: Web browser seeking permission to access 
camera etc.

• Important: Check permissions granted to apps already 
installed on your phone in Settings



Things to keep in mind
• Keep OS updated

• Keep applications updated

• Only install what you absolutely need

• Uninstall unused applications

• Avoid applications that claim to be ‘Memory cleaners’, 
‘Battery optimisers’



Things to keep in mind
• Use Anti-Virus

• DO NOT install applications from untrusted sources

• DO NOT click on links in SMS received from unverified 
sources

• Check which apps have permissions to access location 
and contacts

• UC Browser, CamScanner
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Case Study 1



Smishing (SMS Phishing)



Phishing page



Android Application



Android Application Analysis
• Seeks permission to become the default SMS app

• Sent to the user after taking banking details

• Used for snooping OTPs

• Reads all SMS messages and forwards to attacker’s number

• The SMS does not show up in the messaging app



Case Study 3
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Android Apps



Android App Permissions

android.permission.ACCESS_FINE_LOCATION android.permission.READ_CONTACTS

android.permission.BLUETOOTH android.permission.READ_EXTERNAL_STORAGE

android.permission.CALL_PHONE android.permission.READ_LOGS

android.permission.CAMERA android.permission.READ_PHONE_STATE

android.permission.CHANGE_WIFI_STATE android.permission.RECEIVE_USER_PRESENT

android.permission.GET_TASKS android.permission.WAKE_LOCK

android.permission.INTERNET android.permission.WRITE_EXTERNAL_STORAGE

android.permission.MOUNT_UNMOUNT_FILESYSTEMS android.permission.WRITE_SETTINGS
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